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|— spPIN_IDs

| |— clean_csv

| ' pcap

l— packet parser.py
l— match_clean.py

l— image builder.py
I— compute image counts.py

l— view image.py
I— train_val test.py

l— bruteforce train val test.py

— cnn_multiclass.py
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1. Dataset Z=H]|
sh50| 23t HOo|HAES CH2EH=CL CICIDS2017 HIO|HE AL
1) Otz @3 E 25t ALO|E0| =0{ZtCt.

Datasets | Research | Canadian Institute for Cybersecurity | UNB

2) Available datasets & IDS datasets &=°| CICIDS20172 ZE!$tCt.
~ |DS datasets

e CIC UNSW-NB15 Augmented Dataset (CIC-UNSW-NB15)

¢ Realistic IDS- DoS and spoofing attack in loV (CICloV2024)

e DDoS attack datasets (CICEV2023 & CICDataset_Organized)
e DDoS evaluation dataset (CIC-DD0S2019)

e IPS/IDS dataset on AWS (CSE-CIC-IDS2018)

e Intrusion detection evaluation dataset (CIC-IDS2017)
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https://www.unb.ca/cic/datasets/index.html

CIC DATASET DOWNLOAD FORM for "CIC-IDS-2017"

Please fill in the information required on the fields below:
First Name: || NN
Last Name: ||| NN
Email: |

Organization/Company: || lEGEGzN
Job Title: |
Country:

DISCLAIMER: Your information provided will only be for internal CIC Statistical Purpose and will not be disclosed.
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GeneratedLabelledFlows

Thursday-WorkingHours.pcap Wireshark capture..
Friday-WorkingHours.pcap eshz

Tuesday-WorkingHours.pcap

Wireshark capture..

Monday-WorkingHours.pcap

Wednesday-workingHours.pcap

Wireshark capture...

O] & pcap It 571+ ARESICEH

5) Clean csv It CIREE
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G. Engelen, V. Rimmer, and W. Joosen, “Troubleshooting an intrusion detection dataset:
The CICIDS2017 case study,” in Proc. IEEE Secur. Privacy Workshops, 2021, pp. 7-12.
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https://intrusion-detection.distrinet-research.be/WTMC2021/tools_datasets.html
https://intrusion-detection.distrinet-research.be/WTMC2021/tools_datasets.html

Improved CICIDS2017 dataset for flow-based network intrusion
detection

The latest version of our improved version of the CICIDS2017 flow-based dataset can be downloaded here.

20/10/2021 UPDATE: Dataset files reuploaded (fixed error in ldle Time features). Note that the fixed version of the
CICFlowMeter tool is not affected.

22/10/2021 UPDATE: CICFlowMeter fixed as per this GitHub pull request (Fwd and Bwd Bulk features affected). Dataset

CSV files regenerated and reuploaded.

24/11/2021 UPDATE: CICFlowMeter fixed as per this and this GitHub pull request (Down/Up ratio fixed and several features
related to flow length affected). Dataset CSV files regenerated and reuploaded.
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2. Packet_parser.py

1) Raw packet(&& pcap)OllA ERot HIO|HE AL csv@t npz L0 X&Edt= R EO

import os, glob

import dpkt

import numpy as np

import pandas as pd

from scapy.all import Ether, IP, TCP

. PCAP_DIR = "SPIN_IDS/pcap"
.PARSE_OUT = "SPIN_IDS/parsed"
N = 1486
.HEADER_LEN= 25
.DT_IDX = HEADER_LEN

.0s.makedirs(PARSE_OUT, exist ok=

parse_pcap(pcap_path):
packets = []
prev_ts =
with open(pcap path, 'rb') as f:
try:
reader = dpkt.pcap.Reader(f)
except (ValueError, dpkt.dpkt.NeedData):
f.seek(9)
reader = dpkt.pcapng.Reader(f)
ts, buf in reader:
try:
eth = Ether(buf)
except Exception:
continue
if eth.haslayer(IP) eth.haslayer(TCP):
continue
ip = eth[IP]
tcp = eth[TCP]
ts = float(ts)
eth_pkt = dpkt.ethernet.Ethernet(buf)
ip_pkt = eth_pkt.data
tcp_pkt = ip_pkt.data
hdr_len = ip pkt.hl*4 + tcp pkt.off*4
hdr = buf[14:14+hdr_len]
payload = bytes(tcp.payload)

V = np.zeros(N, dtype=np.uint8)
= min(len(hdr), HEADER LEN)




V[:hl] = np.frombuffer(hdr, dtype=np.uint8, count=hl)

dt = @ if prev_ts else min(int((ts-prev_ts)*1000),255)

prev_ts = ts

V[DT_IDX] = dt

start = HEADER_LEN+1

L = min(len(payload), N-start)

if L>e:

V[start:start+L] = np.frombuffer(payload[:L],

dtype=np.uint8)

src, dst = ip.src, ip.dst

sp, dp = tcp.sport, tcp.dport

dr = 0 if (src,sp)<=(dst,dp) else 1

packets.append((V, (src, dst, sp, dp, 6, ts, dr)))
return packets

.if __name_ == ' main__ ':

for pcap in sorted(glob.glob(os.path.join(PCAP_DIR, "*.pcap*"))):
day = os.path.splitext(os.path.basename(pcap))[0]
meta_csv = os.path.join(PARSE_OUT, f"{day} meta.csv")

vec_npz = os.path.join(PARSE_OUT,
print(f"» Parsing {day}...")
packets = parse pcap(pcap)

day} vec.npz")

df = pd.DataFrame([{

'src_ip': a[@], 'dst_ip': a[1],

‘src_port': a[2], 'dst port': a[3],

"proto’: a[4], 'timestamp': a[5], 'direction': a[6]
} for , a in packets])
df.to csv(meta csv, index=

= np.stack([v for v, in packets])
np.savez_compressed(vec_npz, V=Vs)
print(f" V {len(packets)} packets » {meta_csv}, {vec npz}")
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~ parsed

B Friday-WorkingHours_meta.csv

Friday-WorkingHours_vec.npz

B Monday-WorkingHours_meta.csv
= Monday-WorkingHours_vec.npz
B Thursday-WorkingHours_meta.csv
= Thursday-WorkingHours_vec.npz
B Tuesday-WorkingHours_meta.csv
= Tuesday-WorkingHours_vec.npz

B Wednesday-WorkingHours_meta.csv

= Wednesday-WorkingHours_vec.npz

SPIN_IDS > parsed > B Friday-WorkingHours_meta
src_ip,dst ip,src port,dst port,proto,timestamp,direction
192.168.10.506,192.168.10.3,56108,3268,6,1499428790.315195,1
192.168.108.50,192.168.108.3,56168,3268,6,1499428790.3152,1
192.168.16.3,192.168.10.50,3268,561088,6,1499428798.315459,0
192.168.10.3,192.168.10.50,3268,56108,6,1499428790. 315463 ,0
192.168.10.50,192.168.10.3,56108,3268,6,1499428790.315541,1
192.168.16.50,192.168.10.3,561608, 3268,6,1499428798.315545,1
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. import os
. import glob
. import pandas as pd
. from tqdm import tqdm

. PARSE_DIR = "SPIN IDS/parsed"

. CLEAN_DIR = "SPIN_IDS/clean_csv"

. OUT_DIR = "matched"

. os.makedirs(OUT_DIR, exist_ok=True)

. def load_labels(clean_csv_path):
df = pd.read_csv(clean_csv_path)

src = next(c for ¢ in df.columns if 'src ip' in c.lower())

dst = next(c for c in df.columns if 'dst ip' in c.lower())

sport next(c for c¢ in df.columns if 'src port' in c.lower())

dport = next(c for c in df.columns if 'dst port' in c.lower())

proto = next((c for c¢ in df.columns if 'protocol’ in c.lower()), None)




19. 1bl = next(c for c in df.columns if 'label’ in c.lower())

20.

21. df[ "flow key'] = list(zip(

22. df[src], df[dst],

PEN df[sport].astype(int), df[dport].astype(int),

24. df[proto].astype(int) if proto else

25. ))

26. label map = {

27. k: v for k, v in zip(df['flow_key'], df[1lbl])

28. }

29.

30. rev_map = {(dst_ip, src_ip, dpt, spt, pr): lab

31. for (src_ip, dst_ip, spt, dpt, pr), lab in label _map.items()}

32. label _map.update(rev_map)

EER return label_map

34.

35. if __name__ == '_main
clean_files = sorted(glob.glob(os.path.join(CLEAN_DIR, '*.csv')))
for clean_csv in clean_files:

day = os.path.basename(clean_csv).replace('.csv',"'")
print(f"Processing {day} flows..")

label map = load_labels(clean_csv)

parsed_file = os.path.join(PARSE_DIR, f"{day} meta.csv")
if not os.path.exists(parsed_file):
parsed_file = glob.glob(os.path.join(PARSE_DIR, f"{day}* meta.csv"))
if parsed_file:
parsed_file = parsed_file[9]
else:
print(f" parsed_meta not found for {day}")
continue
parsed = pd.read_csv(parsed_file)

parsed[ 'flow _key5'] = list(zip(
parsed.src_ip, parsed.dst_ip,
parsed.src_port, parsed.dst_port,
parsed.proto

)
flow_groups = parsed.groupby('flow_key5').size().reset_index(name='packet count")
flow_groups['label'] = flow_groups['flow key5'].map(label_map).fillna('Unknown")

out_csv = os.path.join(OUT_DIR, f"{day} flow_summary.csv")
flow_groups.to_csv(out_csv, index=False)
print(f" Saved flow summary: {out_csv} ({len(flow_groups)} flows)")

2) =8 21t
Processing Friday-WorkingHours flows..

Saved flow summary: matched/Friday-WorkingHours flow summary.csv (587699 flows)
Processing Monday-WorkingHours flows..

Saved flow summary: matched/Monday-WorkingHours flow summary.csv (262917 flows)
Processing Thursday-WorkingHours flows..

Saved flow summary: matched/Thursday-WorkingHours flow summary.csv (287874 flows)
Processing Tuesday-WorkingHours flows..

Saved flow summary: matched/Tuesday-WorkingHours flow summary.csv (216049 flows)
Processing Wednesday-WorkingHours flows..

Saved flow summary: matched/Wednesday-WorkingHours flow summary.csv (234947 flows)




v matched
B Friday-WorkingHours_flow_summary.csv
B Monday-WorkingHours_flow_summary.csv
B Thursday-WorkingHours_flow_summary.csv

B Tuesday-WorkingHours flow_summary.csv

=2 Wedneadav Worklan-:rurf flow_summary.csv

umma

-Flou key% packet count, label
1.1.70.737, "192.° .10.15", : 2756, 6)",5,BENIGN
.70. '192.168.10.15", : y 9, 6)",4,BENIGN
.70. '192.168.10.15", : 2761, 6)",4,BENIGN
.70. '192.168.10.15", : y 6)",4,BENIGN
.70. '192.168.10.15", : y 6)",4,BENIGN
.70. '192.168.10.15", : y 6)",4,BENIGN
*192.168.10.15", 80, 5: 6)",4,BENIGN
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@ Wednesday clean_csv Tt0| XZE =l 2HE -> slowloris, Hulk & Z&F2| 2t H&
172.16.0.1-192.168.10.50-53816-80-6,172.16.0.1,53816,192.168.10.50,80,6,05/07/2017 02:48:54 PM, Do$ slowloris

172.16.0.1-192.168.10.50-53816-80-6,172.16.0.1,53816,192.168.10.50,80,6,05/07/2017 04:00:38 PM, DoS Hulk
@ Wednesday matched csv ItU0| A& E 2t -> Hulk oF 7HA| 2HETF X&

"(*172.16.0.1", '192.168.10.50', 53816, 80, 6)",118,DoS Hulk
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1) Parsed®| HH I} (npz)1t clean_csv Lt (csv)= Eoll O|0|X|E Y= F 0Lt

import os, glob
import numpy as np
import pandas as pd
from tqdm import tqdm

PARSED_DIR "SPIN_IDS/parsed"
SUMMARY_DIR "SPIN_IDS/clean_csv"
IMAGE_ROOT = "SPIN_IDS/images_per_flow"
META_SUFFIX " meta.csv"

. VEC_SUFFIX " vec.npz"

. SUMMARY_SUFFIX = ".csv"

VooONOOUVTEA WNBR

. def canonical_flow_id(src_ip, dst_ip, src_port, dst_port, proto):

a, b = (src_ip, src_port), (dst_ip, dst_port)
if a <= b:

return (src_ip, dst_ip, src_port, dst_port, proto)
else:

return (dst_ip, src_ip, dst_port, src_port, proto)

. def parse_flow_key(key_str):

src, dst, sp, dp, pr = key_str.split('-")
return canonical_flow_id(src, dst, int(sp), int(dp), int(pr))

. def build_images_for_day(parsed_meta_csv, vec_npz, summary_csv, base_out):

df_meta = pd.read_csv(parsed_meta_csv)
df_meta[ 'packet_idx'] = df_meta.index
df_meta['flow id'] = df_meta.apply(
lambda r: canonical_flow_id(
r['src_ip'], r['dst_ip'],
r['src_port'], r['dst_port'],
r['proto']
)y
axis=
)
data = np.load(vec_npz)
V_all = data['V']
width = V_all.shape[1]

df_sum = pd.read_csv(summary_csv)
df_sum['flow id'] = df_sum['Flow ID'].apply(parse_flow_key)

df_labels = df_sum[['flow id', 'Label']].drop_duplicates()

df = pd.merge(df_meta, df_labels, on='flow_id', how="inner")
grouped = df.groupby(['flow_id', 'Label'])

day = os.path.basename(parsed meta_csv).replace(META SUFFIX,



for (flow_id, label), grp in tqdm(grouped, desc=f"Build {day}"):

grp = grp.sort_values('timestamp")
idxs = grp['packet_idx"'].to_numpy()
VF V_all[idxs]

dirs = grp['direction’].to_numpy()

max_k = min(P, len(Vf))

for k in range(1, max_k+1):

img = np.zeros((P, width, 3), dtype=np.uint8)

for j in range(k):
ch = 0 if dirs[j]==0 else
img[Jj, :, ch] = Vf[j]

out_dir = os.path.join(base_out, day, str(label), f"{k}pkt")

os.makedirs(out_dir, exist_ok=True)
fid_str = "_".join(map(str, flow_id))
fname = f"{fid str} {k}pkt.npy"

path = os.path.join(out_dir, fname)
np.save(path, img)

. def main():
os.makedirs (IMAGE_ROOT, exist_ok=True)

summary_paths = sorted(glob.glob(os.path.join(SUMMARY_DIR, f"*{SUMMARY SUFFIX}")))

for summary_csv in summary_paths:

day = os.path.basename(summary_csv).replace(SUMMARY_SUFFIX,
pm = os.path.join(PARSED_DIR, day + META_SUFFIX)

vp = os.path.join(PARSED_DIR, day + VEC_SUFFIX)
if os.path.exists(pm) and os.path.exists(vp):

build_images_for_day(pm, vp, summary_csv, IMAGE_ROOT)

else:

tgdm.write(f"[SKIP] missing parsed/vec for {day}")

print("All days processed!")

' main__"

2) 28 21t

Build Friday-WorkingHours: 100%|
Build Monday-WorkingHours: 100%|
Build Thursday-WorkingHours: 100%

Build Tuesday-WorkingHours: 100%|
Build Wednesday-WorkingHours: 100%|
All days processed!

294499/294499
131667/131667
159663/159663
108179/108179
134473/134473

)

[10:41<00:00,
[08:09<00:00,
[06:57<00:00,
[06:43<00:00,
[08:15<00:00,

458.74it/s]
268.97it/s]
382.60it/s]
267.82it/s]
271.48it/s]



3) A Z} : SPIN_IDS o9l ZC0f| AREIDF 20| XNZEHEICE

v images_per_flow
~ Friday-WorkingHours
“ BENIGN

> 1pkt

> &l ~ images_per_flow

> 3pkt

> 4pkt ~ Friday-WorkingHours

> spkt v BENIGN
6pkt
Tpkt
8pkt
9Ipkt
10pkt
11pkt
12pkt
13pkt
14pkt J1.70.73_192.168.10.15_80_52763_6
15pkt
> Bot
> Bot - Attempted 1.70.73_192.168.10.15_80 52765 6 1 pk‘t.n Py
> DDeS

273 109
73_192.16

1.70.73_192.16

>
P
>
>
>
>
B
>
B
>

J1.70.73_192.168.10.15_80_5276¢

.1.70.73_192.168.10.15_80_52766_6_1pkt.npy
> PortScan - - - J
> Monday-WorkingHours .70.73.192.168.10.15_80_52767_6_1 pk‘t.n py
> Thursday-Wor i.lnch:urs 1.70.73.192
> Tues WorkingHours

> Wednesday-WorkingHours 70730

1) 4H A0 Qg dg& onX| &, 4 2L Cie 2tAE= T4l 750 WHE 00|

import os

import glob

import pandas as pd
from tgdm import tqgdm

IMAGE_ROOT = "SPIN_IDS/images_per_ flow"
OUTPUT_CSV = "image_counts_summary.csv"

records = []

11) for day in sorted(os.listdir(IMAGE_ROOT)):
12) day_dir = os.path.join(IMAGE_ROOT, day)
13) if not os.path.isdir(day dir):

14) continue

for label in sorted(os.listdir(day dir)):



17) label dir = os.path.join(day_dir, label)

18) if os.path.isdir(label _dir):

19) continue

20)

21) for pkt dir in sorted(os.listdir(label dir)):

22)

23) if pkt_dir.endswith("pkt"):

24) continue

25)

26) full pkt dir = os.path.join(label dir, pkt_dir)

27)

28) npy_files = glob.glob(os.path.join(full pkt dir, "*.npy"))

29) count = len(npy files)

30)

31) records.append({

32) "day": day,

33) "label": label,

34) "packet count": pkt dir.replace("pkt", ""),

35) "num_images": count

36) })

37)

38)df = pd.DataFrame(records,
columns=["day", "label", "packet count","num_images"])

39)print(df.to_string(index= ))

40)

41)df.to_csv(OUTPUT _CSV, index= )

42)print (f"\nSummary written to {OUTPUT_CSV}")




label packet count num images
Friday-WorkingHours BENIGN 10 78662
Friday-WorkingHours BENIGN 11 74728
Friday-WorkingHours BENIGN 72419
Friday-WorkingHours BENIGN JAVEY)
Friday-WorkingHours BENIGN 69750
Friday-WorkingHours BENIGN 67502
Friday-WorkingHours BENIGN 89410
Friday-WorkingHours BENIGN 89410
Friday-WorkingHours BENIGN 88418
Friday-WorkingHours BENIGN 88011
Friday-WorkingHours BENIGN 87964
Friday-WorkingHours BENIGN 87803
Friday-WorkingHours BENIGN 81490
Friday-WorkingHours BENIGN 80254
Friday-WorkingHours BENIGN 79283
Friday-WorkingHours Bot 124
Friday-WorkingHours Bot 124
Friday-WorkingHours Bot 54
Friday-WorkingHours Bot 54
Friday-WorkingHours Bot
Friday-WorkingHours Bot
Friday-WorkingHours Bot
Friday-WorkingHours Bot
Friday-WorkingHours Bot
Friday-WorkingHours Bot
Friday-WorkingHours Bot
Friday-WorkingHours Bot
Friday-WorkingHours Bot
Friday-WorkingHours Bot
Friday-WorkingHours Bot
Friday-WorkingHours Bot - Attempted
Friday-WorkingHours Bot - Attempted
Friday-WorkingHours Bot - Attempted
Friday-WorkingHours Bot - Attempted
Friday-WorkingHours Bot - Attempted
Friday-WorkingHours Bot - Attempted
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B image counts summa
1  day,label,packet count,num images
Friday-wWorkingHours, BENIGN, 19, 78662
Friday-wWorkingHours,BENIGN,11,74728
Friday-workingHours,BENIGN,12,72419
Friday-workingHours,BENIGN,13,71232
Friday-wWorkingHours,BENIGN,14,69750
Friday-wWorkingHours, BENIGN,15, 67502
Friday-wWorkingHours,BENIGN,1,89410
Friday-wWorkingHours,BENIGN,2,89410
Friday-wWorkingHours,BENIGN,3,88418
Friday-wWorkingHours,BENIGN,4,88011
Friday-wWorkingHours,BENIGN,5, 87964
Friday-wWorkingHours,BENIGN,6,87803
Friday-workingHours,BENIGN,7,81490
Friday-wWorkingHours,BENIGN, 8, 80254
Friday-WorkingHours,BENIGN,9,79283




6. View_image.py
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import numpy as np
import matplotlib.pyplot as plt
import os

file path = "SPIN IDS/images per_ flow/Wednesday-WorkingHours/DoS
Hulk/15pkt/172.16.0.1_192.168.10.50 32768 _80 6 15pkt.npy"
save_path = "sample_image_cropped.png"

ext = os.path.splitext(file path)[1].lower()
if ext == '.npz':
10) archive = np.load(file path)
11) images = archive[ 'images']
12)elif ext == '.npy':
13) arr = np.load(file path)
14) images = np.expand_dims(arr, 0)
15)else:
16) raise ValueError(f"Unsupported file type: {ext}")
17)
18)print(f"S O|0|IXl =: {len(images)}, OIO|Xl shape: {images[@].shape}")
)
20)img = images[9]
21)H, W, C = img.shape
22)crop w = 300
23)img_cropped = img[:, :crop_w, :] if W > crop_w else img
24)
25)plt.imsave(save_path, img_cropped)
26)print(f"O|0I Xl M& 2t=: {save_path}")
27)
28)plt.figure(figsize=(10, 2))
29)plt.imshow(img cropped)
30)plt.title("Flow Image (Cropped to First 300 columns)")
31)plt.axis('off")
32)plt.tight layout()
33)plt.show()
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£ 0|0|X| 4: 1, O|0|X|] shape: (15, 1486, 3)

O|0|X] & 2t=: sample image cropped.png
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7. Train_val_test.py

1) image_per_flow2| O|0|X|(.npy)S S |22 flow_id 1007|& ME 250

70:15:15 H| 22 trainvaltest M|[EZ |CH.

import os
import glob
import random
import shutil

IMAGE_ROOT = "SPIN_IDS/images_ per_ flow"
OUTPUT_ROOT = "SPIN_IDS/split _dataset”
P =

. FLOWS_PER_LABEL =

. SPLIT_RATIOS = {"train": , "val":

ONOOUVA WNBR

. random.seed(42)

. def build_file_map(image_root):
file_map = {}
for day in os.listdir(image_root):
day_dir = os.path.join(image_root, day)
if not os.path.isdir(day_dir): continue
for label in os.listdir(day_dir):
1bl_dir = os.path.join(day_dir, label)
if not os.path.isdir(1lbl_dir): continue
for k_dir in os.listdir(lbl_dir):
if not k_dir.endswith("pkt"): continue
try:
k = int(k_dir.replace("pkt",""))
except:
continue
pkt_dir = os.path.join(1lbl_dir, k_dir)
for fn in os.listdir(pkt_dir):
if not fn.endswith(".npy"):
continue

suffix = f"_{k}pkt.npy"
if not fn.endswith(suffix):
continue

flow_id = fn[:-len(suffix)]

path = os.path.join(pkt_dir, fn)
file_map.setdefault(label, {})\

.setdefault(flow_id, {})[k] = path
return file_map

. def sample_and_split_flows(flows, seed=42):
random.seed(seed)
sampled = random.sample(flows, FLOWS_PER_LABEL)
random.shuffle(sampled)
n = FLOWS_PER_LABEL
n_train = int(n * SPLIT_RATIOS["train"])
n_val = int(n * SPLIT_RATIOS["val"])

n_test =n - n_train - n_val

return {
"train": sampled[:n_train],
"val": sampled[n_train:n_train+n_val],
"test": sampled[n_train+n_val:]

}

. def main():
os.makedirs(OUTPUT_ROOT, exist_ok=True)

print("Scanning images...")
file map = build file map(IMAGE_ROOT)




62.

63. for label, flows_dict in file_map.items():

64. flowsl5 = [fid for fid, km in flows_dict.items() if in km]

65. if len(flows15) < FLOWS_PER_LABEL:

66. print(f"[SKIP] '{label}' has only {len(flows15)} flows with 15pkt
(<{FLOWS_PER_LABEL})")

67. continue

68.

69. print(f"[SAMPLE] Label={label}: {len(flows15)} » ME2 {FLOWS_PER_LABEL}")
70. splits = sample_and_split_ flows(flows15)

71.

72. for split_name, flow_list in splits.items():

VER for fid in flow_list:

74. for k in range(1, P+1):

75.

76. src_path = flows_dict[fid].get(k)

77. if not src_path:

78. continue

79. dst_dir = os.path.join(OUTPUT_ROOT, split_name, label, f"{k}pkt™)
80. os.makedirs(dst_dir, exist_ok=True)

81. dst_path = os.path.join(dst_dir, os.path.basename(src_path))
82. shutil.copy(src_path, dst_path)

83.

84. print(f"[DONE] '{label}' split: train={len(splits['train'])},
val={len(splits['val'])}, test={len(splits['test'])}")

85.

86. print("All labels processed.™)

87.

88. if __name__ == " main_ ":

89. main()




Scanning images...

[SKIP] 'Bot - Attempted' has only @ flows with 1Spkt (<100)

[SKIP] 'Bot’ has only 53 flows with 15pkt (<100)

[SAMPLE] Label=BENIGN: 401158 » M EZ 2 100

[DONE] 'BENIGN' split: train=70, val=15, test=15

[SAMPLE] Label=DDoS: 20522 » M Z2! 100

[DONE] ‘DDoS' split: train=70, val=15, test=15

[SAMPLE] Label=PortScan: 263 » MEZ3 100

[DONE] ‘PortScan' split: train=70, val=15, test=15

[SKIP] 'FTP-Patator - Attempted' has only 11 flows with 15pkt (<100)
[SKIP] 'SSH-Patator - Attempted' has only 8 flows with 15pkt (<100)
[SAMPLE] Label=SSH-Patator: 2960 » M Z2l 100

[DONE] ‘SSH-Patator® split: train=70, val=15, test=15

[SAMPLE] Label=FTP-Patator: 3972 » M E% 100

[DONE] 'FTP-Patator' split: train=70, val=15, test=15

[SKIP] 'Web Attack - XSS - Attempted' has only 3 flows with 15pkt (<100)
[SKIP] ‘'web Attack - XSS' has only 24 flows with 15pkt (<100)

[SKIP] 'Infiltration' has only 4 flows with 15pkt (<100)

[SKIP] 'Web Attack - Brute Force' has only 81 flows with 15pkt (<100)
[skIP] 'web Attack - Sql Injection' has only © flows with 15pkt (<100)
[SKIP] ‘web Attack - Brute Force - Attempted' has only 6 flows with 15pkt (<100)
[sKIP] 'Infiltration - Attempted’ has only 2 flows with 15pkt (<100)
[SKIP] 'Heartbleed' has only 1 flows with 15pkt (<100)

[SAMPLE] Label=DoS Hulk: 14108 » ¥ EZ2 100

[DONE] 'DoS Hulk' split: train=70, val=15, test=15

[SAMPLE] Label=DoS slowloris: 2235 » ¥ Z% 100

[DONE] ‘DoS slowloris’ split: train=70, val=15, test=15

[SAMPLE] Label=DoS slowloris - Attempted: 1730 » M E% 100

[DONE] 'DoS slowloris - Attempted' split: train=70, val=15, test=15
[SAMPLE] Label=DoS Slowhttptest: 1407 - HZ2 100

[DONE] ‘DoS Slowhttptest' split: train=70, val=15, test=15

[SAMPLE] Label=DoS Hulk - Attempted: 443 » 4 EZ% 100

[DONE] 'DoS Hulk - Attempted' split: train=70, val=15, test=15

[SKIP] 'DoS Goldeneye - Attempted' has only 80 flows with 15pkt (<100)
[SAMPLE] Label=DoS Slowhttptest - Attempted: 3367 - M Z2 100

[DONE] 'DoS Slowhttptest - Attempted' split: train=70, val=15, test=15
[SAMPLE] Label=DoS GoldenEye: 7494 » ¥ EZT 100

[DONE] 'DoS Goldentye' split: train=70, val=15, test=15

All labels processed.

3) &l 21 : SPIN_IDSS| ot ZH0| AFEME ML

v split_dataset
V- test

BENIGN
DDoS
DoS GoldenEye
DoS Hulk
DoS Hulk - Attempted
DosS Slowhttptest
DoS Slowhttptest - Attempted

DoS slowloris

DoS slowloris - Attempted

FTP-Patator

PortScan
> SSH-Patator

> train

> val



8. Bruteforce_train_val_test.py

1) bruteforce?| 2E pkt & O|O|X] 7= FO| E|X| QfoF 9 2
| RKXIBH 15pkt2| O[O|X| === 817HE, = ool S&5tcta HES
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import os, glob, random, shutil, math

IMAGE_ROOT "SPIN_IDS/images_per_flow"
OUTPUT_ROOT = "SPIN_IDS/split_bruteforce”
LABEL "Web Attack - Brute Force"
MAX_FLOWS

p

RATIO_TRAIN

. RATIO_VAL

. RATIO_TEST

ONOOUVTA WN R

. random.seed(42)

. def build_flow_map():

flow_id - { k: filepath,

fmap = {}
pattern = os.path.join(IMAGE_ROOT, "*", LABEL, "*pkt")
for pkt_dir in glob.glob(pattern):
k = int(os.path.basename(pkt_dir).replace("pkt", ""))
for npy in glob.glob(os.path.join(pkt_dir, "*.npy")):
fid = os.path.basename(npy).rsplit(f" {k}pkt.npy", 1)[0]
fmap.setdefault(fid, {})[k] = npy
return fmap

. def select_flows(fmap):
selected = []
for k in range(P, 0, -1):

candidates = [fid for fid, km in fmap.items() if k in km and fid not in selected]
random.shuffle(candidates)
need = MAX_FLOWS - len(selected)
if need <=
break

selected += candidates[:need]
return selected

. def split_flows(flows):
N = len(flows)
n_train = int(math.floor(N * RATIO_TRAIN + ))
n_val = int(math.floor(N * RATIO_VAL + )))
n_test =N - n_train - n_val

random.shuffle(flows)

return {
"train": flows[:n_train],
"val":  flows[n_train:n_train+n_val],
"test": flows[n_train+n_val:]

}

. def main():
os.makedirs(OUTPUT_ROOT, exist_ok=True)

fmap = build flow map()




flows
total

select_flows(fmap)
len(flows)

if total ==
print("[
return

print(f"[INFO] &

oA
=)

ERROR] & S 20| d}iLtE LICE. ")

SHE T2,

= {total}’l (ZICH {MAX_FLOWS}7H)")
splits = split_flows(flows)
for split, flist in splits.items():
print(f" » {split}: {len(flist)} flows")
for fid in flist:
for k in range(1, P+1):
src = fmap[fid].get(k)
if not src:
continue
dst_dir = os.path.join(OUTPUT_ROOT, split,
os.makedirs(dst_dir, exist_ok=True)
shutil.copy(src, os.path.join(dst_dir, os.path.basename(src)))

LABEL, f"{k}pkt")
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9. Cnn_multiclass.py

StSAl7

=

. import os, glob, random

. import numpy as np

. import torch

. from torch import nn, optim

. from torch.utils.data import Dataset, DatalLoader, WeightedRandomSampler
. from sklearn.metrics import classification_report, confusion_matrix

. from tqdm import tqdm

. import matplotlib.pyplot as plt

. os.environ["CUDA VISIBLE DEVICES"] = "1"
. device = torch.device("cuda" if torch.cuda.is_available() else "cpu")
. print(f"P» Using device: {device}")

. DATA_ROOT = "SPIN_IDS/split dataset"
. INPUT SHAPE = (15, )
. BATCH_SIZE
LR
. EPOCHS
. PATIENCE

. label_list = [
"BENIGN", "DDoS", "DoS GoldenEye", "DoS Hulk", "DoS Slowhttptest",
"DoS slowloris", "FTP-Patator", "PortScan", "SSH-Patator",
"Web Attack - Brute Force"
1
. label map = {1lbl:i for i,1lbl in enumerate(label list)}
. NUM_CLASSES = len(label_list)

. class FlowImageDataset(Dataset):
def __init_ (self, split):
super().__init_ ()
self.samples = []
split_dir = os.path.join(DATA_ROOT, split)
for cls in os.listdir(split_dir):
cls_dir = os.path.join(split_dir, cls)
if not os.path.isdir(cls_dir): continue
1bl = label_map.get(cls, None)
if 1bl is None: continue
for pkt in range(1, ):
pkt_dir = os.path.join(cls_dir, f"{pkt}pkt")
if not os.path.isdir(pkt_dir): continue
for fn in glob.glob(os.path.join(pkt_dir, "*.npy")):
self.samples.append((fn, 1bl))

_len_ (self):
return len(self.samples)

__getitem_ (self, idx):

fn, 1bl = self.samples[idx]

arr = np.load(fn).astype(np.float32) /

x = torch.from_numpy(arr).permute(2,0,1)
return x, 1lbl

. train_ds = FlowImageDataset("train")

. cnts = np.zeros(NUM_CLASSES, dtype=int)

. for _,1bl in train_ds.samples:
cnts[1bl] +=

. total = cnts.sum()




. class_weights = [ total/c for c in cnts ]

. print("Class counts:", cnts)

. print("Class weights:", class_weights)

. weight_tensor = torch.tensor(class_weights, dtype=torch.float32).to(device)

. sample_weights = [ class_weights[1lbl] for

. sampler = WeightedRandomSampler(
weights=sample_weights,
num_samples=len(sample_weights),
replacement=True

,1bl in train_ds.samples ]

)

. train_loader = Dataloader(
train_ds, batch_size=BATCH_SIZE, sampler=sampler,
num_workers=0, pin_memory=False
)
. val_loader = DatalLoader(
FlowImageDataset("val"), batch_size=BATCH_SIZE, shuffle=False,
num_workers=0, pin_memory=False
)
. test_loader = Dataloader(
FlowImageDataset("test"), batch_size=BATCH_SIZE, shuffle=False,
num_workers=0, pin_memory=False

)

. class FocallLoss(nn.Module):
def __init_ (self, gamma= , weight=None, reduction="mean'):
super().__init_ ()
self.gamma = gamma
self.reduction= reduction
if weight is not None:
self.register_buffer('weight', weight)
else:
self.weight = None

forward(self, logits, targets):

ce = nn.functional.cross_entropy(
logits, targets,
weight=self.weight,
reduction="none’

)

pt = torch.exp(-ce)

loss = (1 - pt)**self.gamma * ce

return loss.mean() if self.reduction=="mean' else loss.sum()

. class IntrusionCNN(nn.Module):
def __init_ (self, num_classes):
super().__init_ ()
self.features = nn.Sequential(
nn.Conv2d(3, ,» 5, padding=2), nn.ReLU(inplace=True),
nn.MaxPool2d(( ), padding=(9,1)), nn.BatchNorm2d(96), nn.Dropout(

nn.Conv2d (96, , padding=2), nn.ReLU(inplace=True),
nn.MaxPool2d(( padding=(0,1)),

nn.Conv2d( , , padding=1), nn.ReLU(inplace=True),
nn.MaxPool2d(( padding=(0,1)),

nn.Conv2d( , , padding=1), nn.ReLU(inplace=True),
nn.MaxPool2d((1, padding=(0,1)),
)
with torch.no_grad():
dummy = torch.zeros(1,3,*INPUT_SHAPE)
feat = self.features(dummy)
flat_dim = feat.view(1,-1).size(1)

self.classifier = nn.Sequential(
nn.Flatten(),




127. nn.Dropout ( )

128. nn.Linear(flat_dim, ), nn.ReLU(inplace=True),
129. nn.Linear(64, num_classes)

130. )

131.

132. for m in self.modules():

133. if isinstance(m, (nn.Conv2d, nn.Linear)):
134. nn.init.xavier_normal_(m.weight)

135. if m.bias is not None:

136. nn.init.zeros_(m.bias)

137.

138. def forward(self, x):

139. x = self.features(x)

140. return self.classifier(x)

141.

142. model = IntrusionCNN(NUM_CLASSES).to(device)

143. print("P Total params:", sum(p.numel() for p in model.parameters()))
144.

145. criterion FocallLoss(gamma= , weight=weight_tensor)
146. optimizer = optim.RMSprop(model.parameters(), lr=LR, weight_decay=
147. scheduler = optim.lr_scheduler.ReducelLROnPlateau(

148. optimizer, mode='max', factor= , patience=

149. )

150.

151. best_val_acc =

152. no_improve =

153.

154. train_losses, train_accs = [], []

155. val losses, val accs =[], []

156.

157. def run_epoch(loader, train=True):

158. if train:

159. model.train()

160. else:

161. model.eval()
162.

163. total_loss, correct = R

164. loop = tqdm(loader, desc="Train" if train else " Eval")
165. with torch.set_grad_enabled(train):

166. for X,y in loop:

167. X, y = X.to(device), y.to(device)

168. logits = model(X)

169. loss = criterion(logits, y)

170. if train:

171. optimizer.zero_grad()

172. loss.backward()

173. optimizer.step()

174. total_loss += loss.item()*X.size(9)

175. correct += (logits.argmax(1l)==y).sum().item()
176. return total_loss/len(loader.dataset), correct/len(loader.dataset)
177.

178. for ep in range(1l, EPOCHS+1):

179. tr_loss, tr_acc = run_epoch(train_loader, train=True)
180. vl_loss, vl_acc = run_epoch(val_loader, train=False)
181.

182. train_losses.append(tr_loss); train_accs.append(tr_acc)
183. val_losses.append(vl_loss); val_accs.append(vl_acc)
184.

185. scheduler.step(vl_acc)

186. print(f"Ep{ep:02d}: train_loss={tr_loss:.4f} acc={tr_acc:.4f} | val_loss={vl_loss:.4f}
acc={vl_acc:.4f}")

187.

188. if vl_acc > best_val_acc +

189. best_val _acc = vl_acc

190. no_improve =

191. torch.save(model.state_dict(), "best model.pth")
192. print(" -» New best, model saved")

193. else:




no_improve +=

if no_improve >= PATIENCE:
print(f"!! EarlyStopping after {ep} epochs")
break

. model.load_state_dict(torch.load("best model.pth"))
. te_loss, te_acc = run_epoch(test_loader, train=False)
. print(f"P» Test loss={te_loss:.4f}, acc={te_acc:.4f}\n")

. y_true, y_pr‘Ed = []) []
. model.eval()
. with torch.no_grad():
for X,y in test_loader:
X = X.to(device)
logits = model(X)
y_pred.extend(logits.argmax(1l).cpu().tolist())
y_true.extend(y.tolist())

. print("Classification Report:\n")
. print(classification_report(y_true, y pred, target_names=label list, digits=4))

. cm = confusion_matrix(y_true, y_pred)
. fig,ax = plt.subplots(figsize=(16,8))
. im = ax.imshow(cm, cmap="Blues")
. fig.colorbar(im, ax=ax)
. ax.set(
xticks=np.arange(NUM_CLASSES), yticks=np.arange(NUM_CLASSES),
xticklabels=1label list, yticklabels=label_list,
xlabel="Predicted", ylabel="Actual"”, title="Confusion Matrix"
)
. plt.setp(ax.get_xticklabels(), rotation=45, ha="right")
. thresh = cm.max()/
. for i in range(NUM_CLASSES):
for j in range(NUM_CLASSES):
ax.text(j,i,f"{cm[i,j]:d}",
ha="center", va="center",
color="white" if cm[i,j]>thresh else "black")
. plt.tight_layout()
. plt.savefig("confusion_matrix.png")
. print("P» Confusion matrix saved as 'confusion_matrix.png'")

. epochs = np.arange(1l, len(train_losses)+1)

. plt.figure(figsize=(8,4))

. plt.plot(epochs, train_losses, label="Train Loss")

. plt.plot(epochs, val_losses, label="Val Loss")

. plt.xlabel("Epoch"); plt.ylabel("Loss"); plt.legend(); plt.title("Loss Curve")
. plt.tight_layout(); plt.savefig("loss_curve.png")

. plt.figure(figsize=(8,4))

. plt.plot(epochs, train_accs, label="Train Acc")

. plt.plot(epochs, val_accs, label="val Acc")

. plt.xlabel("Epoch"); plt.ylabel("Accuracy"); plt.legend(); plt.title("Accuracy Curve")
. plt.tight_layout(); plt.savefig("acc_curve.png")

. print("P» Training curves saved: loss_curve.png, acc_curve.png")
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