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1.pdf &&l19| CTI reportOf|A| PDF HIAE Fx=

2.910] ZX|(3t=2 [ Fof) = k=20 A= translator.py OlA Ho{2 HH S X%
3.iocofl CHsH THE! HA2| ZIH (hxxp — http S)

4.regex2 EH 1oC =& {"type": "domain", "value": "abc.com"}

5.3 FH QoL $HH| LLM S5 2 ioc THTH 3 27 22 MM (3H2)

6.4WE{St & vector DBO|| A& (SentenceTransformer H|E 7]4l)

STIC

SECUI Threat Intelligence Center

PS C:\Users\82188\Desktop\ioc extract> python src.rag interactive

STICE AlF010|gte] 93] AlZ B1Ad 7|40 B M2 JLo| L3l 7] KlotE] 9| olata)x H=olL |r}. N |
a o g - P/ 2l /SHA] IS S

Z=loln Melgh == A e : - >
2=t et 4= - exlt - 5 =
[OK] VectorStore initialized: chroma store

[OK] VectorStore initialized: chroma store
SEIN
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P Address, Domain, URL, File Hash
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Uncovering Reliable Indicators:
HITL loC extraction and Labealing

Improving loC Extraction from Threat Reports Manual
LANCE Labal
Pt Verification |
= Labaled
Evangelos Froudakis*, Athanasios Avgetidis*, Sean Tyler Frankum?, F__,,‘ § g _,'[Lﬂ;gehl:: ) E Indicators c?:n :
Roberto Perdisci’, Manos Antonakakis*, Angelos Keromytis* E % 8 0 | & Context Juatlfcah-:-n—‘ e .
*Georgia Institute of Technology ;:"E-:_'s = Labeled
{efroudakis3, avgetidis, manos, angelos} @ gatech.edu - Threat
i Reports
University of Georgia

{Sean. Frankum, perdisci} @uga.edu

A 7tS%t loC H|O|H Al =5 - 50702] pdf @AIQ| Threat Report= 1,7917l 10CE F&
— HITL(human-in-the-loop) ZA19| A+
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”. Mendeley Data ip4 1.0.7.0
ip4 125.214.195.17

ipd 196.29.166.218
CTIl and APT Related Dataset and Source Code md5 1567e7a741367745425e0530e23768e6
for the PaPer in Short; DEVIL md5 1bfbcecgeddocebsc3fafeced6befeae

mds 1f7897b841a81219611925138ea38c46

mds Accleab3fdee6769e520694a18T611ds

Files md 5
Root > Zip-Files mdS 7b4agbe?258echb191caAc519d7cAB6edBa
apt-groups.zip 9.19KB & mdS 85d316598edfbaA212849c4496dbo8cab
EJ'DI aptnotes-downloader.zip 207 KB mdS 911de8d67at652a87415t8c0a3B688b2
i? t-reports.zi 351 GB & md5 c1364bbt63b3617b25b58289e4529d8¢
S | mdS ch52c@13f7afe219das5953bae663c9a2
g at
(2] countries.zip 1.64 KB &
?T_l cti-transformation-app.zip 4.56 MB & DeVi l d ata SEt
extracted-iocs.zip 43MB XL
g al
iT'J graph-db-backup.zip 169 MB & - ol . ol
=~ s H|OJE] LHE S| apt-reports D&t extracted-iocs It AHE
] g .
. 5 7
malware-families.zip 13.8KB L — 7_ll- 7_ll- IOC $E |7:-I 6%
ﬁf'lrepon-analyser.zip 4MB L — 307H E|EE AI_-II:IE:l (330967H9—| IOC Elill_j:lﬂ%)
7°) ttps.zi 443 KB L . o i | —
LS — 4y A E iocet =8t ioc Hlu=E 45 ot
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ioc_extract/

-—— extracted-iocs/

| L——sample_30_en/

| -—— iocs/ < Ground truth loC BE (.iocs TIIYE)
| L reports/ «— CTI 21X PDF 307 (=)

|
-—— outputs/

< NLP mfto|=ztel Z ot (.json)

——— evaluation_report.csv < Precision/Recall/F1 ™7t Zof (X MA)
|
-—— .env < OpenAl APl 7| % etd#H HZ
|
L—— src/ «— oM FE Ol Eg]
-—— __init__.py
-—— config.py « ™M MA (USE_LLM_LABELER 5)
-—— evaluate_ioc_accuracy.py <« NLP + HJ} XI5 S¢& A3l ojQl ol
-—— ioc_patterns.py < Regex 7|4t |oC =& BIX| 2=
-—— llm_labeler.py < LLM 7|8t loC &3 / 0| R(reason) 4

<~ MK PDF 2] Eé loC == (LLM 3 13l)

— 20 - Fol HA (M2M100)

- HAE HxEl 2 B8 B4

——— nlp_pipeline.py
——— translator.py
-—— utils_text.py
-—— vector_store.py
-—— rag_interactive.py

< ChromaDB AtZ (cosine similarity 7|£})
< RAG o HAEE & 2IHOolA
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nlp_pipeline - {|¢! I =
evaluate_ioc_accuracy - 7| 3 E
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regex2 Z£H joc = Al
st o2 AM BEU - hxxp—=> http / [.]—.

griet

Ilt}lrpell: III___:'I.L”J

- FRP & LCX C2 . S U

ralue™: "http://skl.meenlight.top:80",
hxxp://sk1.m00nlight[.Jtop:80 L AR
hxxps://fk. m00nlight[.]top:443 Y

3

“value™: "https://fk.meenlight.top:443",




||typel| : III'_I_a E |__||| , 1] typell : ||_Illlll_':2r__llz‘j_lr:]r_l||J
"value™: "884d46c01c762ad6ddd2759fd921bf71", "value™: "7 T
"reason”: "0|Z2 FHIHH IE HO|HZ|E LEHE |22 MDs SHA| HAIYLICEH.", "reason”: "0|Z2 |ETH Toc?t OtH =AML HE B (1ibcurl)E LIEHHLICE. ",

“report_name”: "2015.10.targeted-attacks-ngo-burma.pdf”, “report_name”: "2020.10.05 - MosaicRegressor Lurking in the Shadows of UEFI_Securelist 2020.pdf",

=

“revalidated result”: "revalidated result":

"is valid ioc": "True”, "is valid ioc”: "False”,
"explanation”: "S&% MDs SHA| HAlO|H, b4 TES} 0 "explanation™: "T A2 HE B E LIEHHEE R=T

MEE json IHY - [oC True A KZE jsonIt - [oC False A

[ SUMMARY ] Overall Evaluation Results
Reports Evaluated: 3@
Mean Precision: ©.730

Mean Recall: 0.816
Mean Fl-score: @.753
[OK] Saved detailed results -» outputs/revalidated/evaluation report.csv
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M pdfE pdf 22 E00| 22 4™ = nlp_pipeline.py 23istH DB X &NX| XAfSS 2 FIH

“type“ : ”l___lR_L”,
“value™: "oktalogin-targetcompany.com”,

"reason”: "O|Z2 ArO|H (el WO ’1 HME2=Z ABE s 72T URL BARLIC.",
“report_name": "258729.pdf"

- P/l /A B - o BN
-exit o &

[0K] VectorStore initialized: chroma store
[0K] VectorStore initialized: chroma store
29| > oktalogin-targetcompany.com

Devil dataset(%ﬁﬂ% E‘”OlE'lfU) Ol QIE HIO|E 2 Ald] EEEEERiEE
' nlp_pipeline.pyE £2{ json It 44

[BCH] 24

+ [2H 29] 'oktalogin-targetcompany.com'S AtO|H {2 H2toA FYHSZ AR
URL HAlo=, 0]l o4 et 2HO| AS 7I5HS A ATELICE.
AH A = o [= [£|E& AF] m2tM 0| Toce dHo2 EFE = AUASL|CH
MM El OH|0|E S22 vectorDBY| XZEHE
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